In an attempt to provide an on-line payment mechanism for large-dollar cross-border transactions, TradeCard Inc. developed the world's first and only "credit card" for international trade. This case study discusses the major issues surrounding the viability of such a B2B electronic payment architecture. How 
I. INTRODUCTION

While the Internet is enabling millions of businesses worldwide to buy and sell in ways never before imagined, the tools and methods used to conduct trade have gone unchanged for several hundred years and do not fit into the world of electronic commerce (ecommerce). TradeCard represents a new payment alternative for international trade.
-Kurt Cavano, TradeCard Inc., Chairman and CEO [TradeCard, 1999b.] TradeCard (www.tradecard.com) is a business-to-business e-commerce transaction enabler that focuses on cross-border trade. It is conceived as a new payment alternative for international trade that provides a solution that is easier to use than a letter of credit, more secure than open accounts, and available for one flat fee per settled transaction.
TradeCard is designed to provide an on-line payment mechanism for large-dollar cross-border transactions. TradeCard's aims are:
1. to increase the volume of cross-border trade and lower the cost of transactions.
2. to become both an alternative on-line payment mechanism for existing international trade.
To implement TradeCard successfully, however, requires that the technical infrastructure be able to provide a seamless on-line settlement transaction and a secure electronic solution involving a network of global firms. 
II. THE INTERNATIONAL TRADE PAYMENT ENVIRONMENT
The methods used to conduct international trade remained unchanged for several hundred years. International trade is still complex, paper-based and labor-intensive. The greatest obstacle to trade is the high cost of financing for small and medium-sized traders. The three payment methods for international trade (letters of credit, document collection, and open account (see Sidebar 1)) involve risks and costs. Table 1 • Documentary Collection -banks act in a fiduciary capacity and ensure that payment is received. However, the banks are liable only for the correct execution of the collection instructions, but are not committed to paying the seller/exporter themselves should the buyer/importer default on its financial obligation.
• Open Account -credit extended that is not supported by a note, mortgage, or other formal written evidence of indebtedness. This method poses a risk to the supplier because the buyer's integrity is essential.
Other secondary methods available include:
• Credit Insurance -offered to exporters who are seeking protection against commercial and political risks, often layered on top of an open account transaction.
• Credit cards -created for businesses in the form of purchasing cards, but limited in their ability to purchase large-dollar items.
• Escrow -a method used as an intermediary device during the transfer of and payment for goods.
• Checks -similar to open accounts without the immediate availability of funds provided by electronic funds transfer.
Communications of AIS, Volume 7 Article 18 6 TradeCard: Building a Global Trading Electronic Payment System Dubbed as the first "credit card" for international trade, the TradeCard system empowered small and medium-sized companies to compete with the bigger firms. It is the world's first and only e-commerce service that contains all the three "C's" of an international trade transaction: credit, connectivity and compliance:
• Credit -TradeCard provides a line of credit from an internationally recognized funder to the importer (buyer) that guarantees payment to the exporter (seller).
• Connectivity -The TradeCard system provides a seamless computer trail from the origin of the goods through the freight forwarder through customs, through domestic transportation and/or redistribution to the end user; it integrates completely the international and domestic parts of a trade transaction.
• Compliance -Patented software guarantees verification of all the terms of the electronic contract by automatically matching all parts of a formatted electronic purchase order, called a "purchase order pro forma invoice".
TradeCard started with a series of private tests with interested companies in the United States between 1996 and 1998. The first pilot was carried out in 1998 with a US importer. TradeCard's strategy then was "to start small, but start successful" [Jones, 1998 ].
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TRADECARD'S ORGANIZATIONAL STRUCTURE
By March 2000, TradeCard had increased its total workforce in its New
York office from 20 to 80. One of its management challenges was the weekly growth of its workforce. TradeCard however maintained a flat organizational structure (Figure 1 ) that involved the following departments:
• Marketing -management of advertising, public relations and direct marketing of the TradeCard service 
IV. TRADECARD TECHNICAL ARCHITECTURE
TradeCard is built on an Enterprise Java Beans-based architecture and all application code is Java. The technical architecture is shown in Figure 2 and described in more detail in Appendix II. 
TRADECARD SYSTEMS SECURITY
To minimize transaction risks for all parties and provide a secure and responsible environment so members have the proper assurances to conduct their affairs, authentication and validation are provided during registration by Coface and Thomas Cook.
These firms are alliance partners in the TradeCard claims it will never sell, trade, or rent to any third party any personally identifiable information; the information provided by the user will be used to respond to a user's requests for additional information and for inclusion in future mailing initiatives. Users can opt-out of receiving future mailing.
TradeCard's corporate Web site does not use cookies, or small text files placed on a user's browser. The system, however, logs some basic and generic information about a user's computer, including its:
• IP address (computer's unique signature)
• Operating system (e.g., Windows NT)
• Browser software (e.g., Netscape Navigator)
TradeCard uses this information about the user's computer to perform routine maintenance for its own Web site and to generate aggregate Web site traffic reports.
TRADECARD'S SECURITY POLICIES FOR TRADECARD MEMBERS
To apply for membership in the TradeCard global e-commerce network, prospects are asked to provide detailed personal and business information. This information is shared with TradeCard's credit risk provider and payment agent to 
V. HOW TRADECARD WORKS
TradeCard's global e-commerce trade settlement network is described by the firm as follows:
When a buyer and seller agree to transact, the TradeCard system allows them to negotiate contract terms and conditions on-line. 
COSTS OF USING TRADECARD
Fees involved in the TradeCard system include an annual membership fee of US$250 per company, and a flat fee of US$150 per settled transaction for transactions between US$10,000 and US$100,000. In the TradeCard system, the seller normally pays the transaction fee, but TradeCard is designed so that this liability can be negotiated and apportioned between the buyer and seller.
With the US$150 fee TradeCard members get value-added services including:
• Access to third-party services such as logistics, inspection, cargo insurance, money movement, payment assurance, and banks 
VI. IMPLEMENTATION ISSUES IMPLEMENTATION PROBLEMS FROM 1994 TO 1998
The new management team that was put in place in 1999 identified three major issues that hampered the full implementation of the TradeCard system from 1994 to 1998:
• the technical system, specifically data synchronization;
• marketing strategy; and TradeCard: Building a Global Trading Electronic Payment System • the business model.
Data Synchronization
FSTS developed TradeCard as a distributed data system. A Windowsbased software application, it had to be installed in every single PC at all locations and synchronized to enable traders to transact on-line and incorporate electronic compliance. A single transaction between a buyer and a seller using the system was a massive effort because it involved linking up all trading parties involved and synchronizing the database. Data were often difficult to access and out-of-date. Logistically it was impractical to use the system when the users involved were in countries where TradeCard was not available, because the software had to be physically installed in the PC.
Marketing Strategy
Because TradeCard's strategy was "to start small, but start successful", the companies involved in the first transactions were small and medium-sized 
IMPROVEMENTS IMPLEMENTED IN 1999 AND 2000
Realizing the three key issues in implementation from 1994 to 1998, the management team started working to address these issues in February 1999.
A New System Built on the Internet
The new management changed the whole medium of providing electronic settlement services by abandoning the client-server system to develop an entirely new system on the Internet. TradeCard Inc. built the new TradeCard system around the old client service system model on an Internet-based system that allowed the buyers, sellers and the network partners to access one application through a Web browser based on the HTTP and HTML protocols. TradeCard developed a standard XML-based schema that is published for every service provider to use. This standard has been available since November 1999 when TradeCard first began settling transactions across the network. In special circumstances, TradeCard provides translation services for standard industry accepted formats into its own schema. In countries where paper documents are still required, these documents could be faxed to the TradeCard system. The documents would then be stored as images accessible via a Web browser. This service allows businesses with paper-based requirements to participate in TradeCard transactions.
Marketing Strategy: Build Alliances with Best-of-Breed International Trade Service Providers
To change traditional trading practices globally, TradeCard has to build its brand, establish trust, and implement the concept of trust by association.
TradeCard is now building trust and credibility in the marketplace by developing alliances with best-of-breed companies instead of small and medium-sized TradeCard is able to maintain its original strategy goals of creating awareness in target markets and using key customers as levers for attracting new members, and it continues to rely upon partner support and distribution channels such as banks to acquire customers. In 2001, the only area that may have changed is its reliance on B2B marketplaces. TradeCard is now focusing on signing up trading pairs who are expanding the network effect of the system. 
ISSUES AND CHALLENGES
Network of International Firms
Negative Perception Associated with Electronic Transactions
TradeCard's aim was to change the traders' approach to trade. To do so, TradeCard had to consider the needs and expectations of international traders.
Traders accepted the concept and the idea of B2B e-commerce, but were unsure of the appropriate next step for payments and making sure that payments are secure. Banks traditionally provided a secure method of facilitating large transactions across international borders. When TradeCard approached the banks, the banking community initially was apprehensive because they perceived the TradeCard system as a threat to their Letter of Credit business. Moreover, buyers and sellers usually had accounts in different banks and were concerned that they would have to change their account relationships.
The three levels of security (Section IV) built into the TradeCard system were considered sufficient to create payment securely. TradeCard's main concern was how to change the negative perception associated with conducting secure on-line transactions. 
VII. CONCLUSION
Tradecard envisioned its role as the missing link that would make it possible to complete an international e-commerce transaction in an efficient and cost-effective manner. In effect it was in a position to make an extremely positive contribution to the global economy by automating the international trade process.
Members of the international trade community recognized the importance of shared infrastructures to the viability of global e-commerce. The key question
Tradecard was facing was how best to devise a strategy that would surmount the 1 The Customer Relationship Management System is a web-based system designed by TradeCard that would follow the cycle of the transaction process. There would be one database into which all the departments in TradeCard could feed information. The departments would in turn have access to that data. For instance, in the acquisition of the customer, the Marketing department would have to input information to the system. When a marketing prospect become a customer, the customer's name and data would be passed on to Customer Service department so they too could monitor the transactions. TradeCard: Building a Global Trading Electronic Payment System 
APPENDIX I TRADING TERMINOLOGY
The following glossary defines some of the major types of transactions and documents used in trade finance.
Advance Payment: An agreement that payment be sent before goods are sent to the buyer (such an arrangement is typically made informally). 
Bill of Lading
Two types of documentary collection are:
Documents against Payment, the bank releases the documents to the buyer/importer only against a cash payment in prescribed currency. In many cases, however, the title document has already been transferred, through supply chain mechanisms, making this protection meaningless.
Documents against Acceptance, the bank releases the documents to the buyer/importer against acceptance of a bill of exchange by the buyer guaranteeing payment at a later date by the buyer. Again, the title document is transferred prior to payment.
Document of Title:
A document that gives the holder the right to possess certain assets. Open Account (payment): An agreement that the buyer of goods will pay for them after they are received.
Letter of Credit
Waybill: A transport document that functions as a receipt for goods and evidence of transport, but not as a document of title.
APPENDIX II DESCRIPTION OF TECHNICAL ARCHITECTURE
The technical architecture is shown in Figure 2 in the text. TradeCard has a rule-based architecture -Dynamic Business Logic -that allows the standards of a particular buyer/seller community to be defined once. All subsequent transactions within the community follow the predefined rules or standards. The rules manage the workflow of the transaction by determining the required documents, their routing, and compliance characteristics. Dynamic business rules can be created for specific individual parties, communities and regions.
The following is a list of the technical elements of each major component of the architecture:
Application Server -The BEA WebLogic Enterprise Application Server is used to manage the Java-based components. This sessionless architecture enables each incoming request to be serviced as an independent event. This approach allows for automated failover at both the Web and business logic tiers, and provides linear scalability (Figure 3 ). Automated failover is the seamless rerouting of requests in the event of a failure in either the system or application.
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• Presentation Server -The presentation server, a client of the application server, accepts and creates the HTML pages delivered to the user's browser. All the HTML pages are generated using Java Server Pages (JSP) technology.
2
• Message Queuing -An IBM MQSeries 3 based eventing service provides asynchronous processing, which ensures that long running background tasks do not interfere with peak in-line usage patterns.
MQSeries also manages the message queuing requirements of the Message Broker.
• Rule Engine -This custom software is at the heart of TradeCard's patented compliance engine. The TradeCard Rule Engine encapsulates all business rules, which allows the addition of custom products or business services without affecting the basic architecture of the system, and determines the workflow requirements of all transactions in the system. between computers on the Internet; it is commonly used to transfer 2 JSP is a technology for controlling the content or appearance of web pages through the use of servlets, small programs that are specified in the Web page and run on the web server to modify the web page before it is sent to the user who requested it.
3 An application often known as business integration software or middleware, whose components tie together other software applications. TradeCard: Building a Global Trading Electronic Payment System Web page files from their creator to the computer that acts as their server for everyone on the Internet. Electronic Data Interchange is a standard format for exchanging business data.
APPENDIX III TRADECARD PRIVACY & CONFIDENTIALITY POLICIES
Privacy and Confidentiality FAQs 1. What information does TradeCard collect about my business or me?
When you visit TradeCard's Web site, TradeCard will collect only the personally identifiable information or confidential business data that you specifically and knowingly provide.
TradeCard's system will also log some basic and generic information about your computer, including its IP address, operating system, and browser software.
If you choose to apply for membership in the TradeCard global e-commerce network, you will be required to provide detailed personal and business information. Please review the section titled Required Application Information for more details on the application requirements as well as how your application data is used to qualify your company for TradeCard membership and for credit risk and payment services.
How does TradeCard use the information that I provide?
Data Collection
How Data is Used 
Can I update the information that TradeCard has about my business or me?
TradeCard is committed to providing reasonable and practical access to you to identify and to correct any inaccuracies in the information you may provide. Visitors who have provided information on our Web site can contact TradeCard Member Services to correct any inaccuracies.
TradeCard members can use the system's administrative function on the transaction Web site or contact TradeCard Member Services to maintain up to date account information.
What choices are available to me regarding the collection and use of the information that I provide?
Visitors to TradeCard's Web site who request additional information, will be included in future mailing initiatives. If you would like to opt out of receiving these mailings, send us an email with your name referencing "no updates" in the subject line to:
unsubscribe@TradeCard.com.
During the registration process, TradeCard will allow you to choose whether or not you would like us to contact your trading partners for membership and other services related to transactions.
As a TradeCard member you have the right to opt-out of being listed in the TradeCard Membership Directory, which only members and alliance partners will be able to access. This means that TradeCard allows you to determine how "visible" your organization will be to other organizations within the TradeCard network.
How do I know TradeCard is adhering to its Privacy and Confidentiality Policy?
The TradeCard proprietary system is protected by a VeriSign Global Secure Site Certificate. TradeCard is also a member of the International Chamber of Commerce (ICC) and TradeCard: Building a Global Trading Electronic Payment System plans to abide by the ICC rules and guidelines for electronic contracting when they are finalized.
Further, TradeCard is committed to having our privacy and confidentiality policies and procedures audited by an independent third party.
What about children's online privacy protection?
TradeCard understands the importance of protecting children's privacy. 
APPENDIX IV TRADECARD SYSTEM SECURITY DETAILS
TradeCard uses the information provided by the member for the following purposes:
• to contact the member, if necessary,
• to service a member's account or for other administrative purposes.
• to resolve disputes,
• to troubleshoot problems,
• to enforce TradeCard's Member Agreement,
• for marketing purposes.
In addition, the TradeCard system uses the transaction details to automate and to streamline a member's international trade transaction by checking for
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A TradeCard member has the right to opt-out of being listed in the TradeCard Membership Directory, which only members and alliance partners are able to access. Thus, TradeCard allows a member to determine how "visible" the organization will be to other organizations within the TradeCard network. These visibility options become available when other organizations are creating communities and when other organizations are searching for trading partners during new document creation.
1. Organization is listed as Public -any TradeCard member will be able to add the organization to its private community. A member organization will also be available when a party search is performed during document creation.
Organization listed as Protected (sellers only) -allows any TradeCard
member to see that the organization is a TradeCard member; however, the organization must accept an invitation to join another organization's community before it can be added.
3. Organization is listed as Private -no organization will be able to add a private organization to its private community unless the organization's administrator accepts an invitation to join that community. It will also not be visible in a party search during the creation of a new document. All TradeCard servers are located in key-locked racks, in a code-locked room that is only accessible to employees responsible for maintenance and operation of the equipment. Each server is protected by a user ID password to gain access to the machine, two layers of firewall configured to allow only network transactions over set protocols/machines. Any irregular activity is logged. Direct access to the database is prohibited. All data access is directed through the Application Servers, which add another level of security for accessing data from the system.
2-Factor User Authentication -Physical Challenge/Response Token
Two-factor user authentication is used. It consists of:
1. a valid user name or ID and password and 2. an authentication code
The authentication involves a smart card technology with a wireless handheld reader to match a challenge code prior to gaining access to the system. The 128-bit encryption provided by the Secure Socket Layer (SSL) session between the browser and server protects the user ID and password.
The encryption, however, is not a guarantee for protection of the user ID and password as these could be easily obtained, e.g., by looking over someone's shoulder. Thus, TradeCard provides additional protection to all approved members through the smart card and reader, known as the TradeCard e-identity security system, which generate a one-time access code.
Only the user knows the password; only hash values are stored in TradeCard's database and this information is not accessible to TradeCard employees. The user is also protected because at login time a token is generated for the login session and stored in the user's Web browser as a session cookie for that session only (persistent Web browser cookies are not utilized). Login session also requires an inactivity time-out such that the user needs to re-enter the user ID and password to re-authenticate the user's identity.
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Digital Signatures
Digital signatures are required at initial login time in the TradeCard system. These signatures authenticate electronic data and verify that a specific user created an electronic document. An invalid digital signature prevents a transaction from being processed and any attempt to conduct a transaction using an invalid digital signature is logged.
TradeCard issues a unique digital key pair -a password encrypted private key and public key -to the approved users of the system the first time they access the TradeCard system. The private key is required every time a user signs a document in the system during a transaction. The public key validates the authenticity and integrity of an electronic document when the document is received and as a means of verifying a document at any time in the future.
Creating a digital signature involves the user browser passing the user's encrypted private key, password, and document data into a digital signature creation algorithm. The algorithm result is the document signature. The document data and document signature is forwarded onto the TradeCard application server for processing. Validation of the electronic document is through the TradeCard application server passing a user's public key, electronic document and digital signature into a digital signature verification algorithm. This confirms that the digital signature on the document is valid and that the document is not altered after it was created. 
APPENDIX V TRADECARD'S CORE PARTNERS
